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Hacking Vertical 

Social Security 
$1  

Medical 
Record 
>$50 

DDOS  
as a Service 
~$7/hour 
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Global IT TAM is close to 2,7T$  
Source: RSA/CNBC 

DDoS 

Credit 
Card Data 
$0.25-$60 

Bank Account Info 
>$1000  

depending on account  
type and balance 

$ 

Exploits 
$1000-$300K 

Facebook Account 
$1 for an account 

with 15 friends 

Spam 
$50/500K emails 

Malware  
Development 

$2500 
(commercial malware) 

Global 
Cybercrime :  

$450B in 2015 
$1T projected 

in 2019 

Mobile Malware 
$150 



CLOUD 
ENDPOINT 

Security Landscape - Feb 10, 2016  

Service Provider / Carrier / MSSP 

 Cloud or On-Prem Sandbox / Threat Intelligence 

Managed Threat Defense / IR 

 Static / NG- AV 

Edge & DC Security (NGFW/NGIPS/Web/Email/Cloud) 

NaaS / NaaE NETWORK 

Secure Connectivity / VPN 

 Access Control / NAC 

  Anti-Malware &  Advanced Threat Defense Endpoint   

Cloud Access Security Broker 

Aperture 
3Crowd 

Cloud Security  
Enforcer 

Network AV Scanner 

Application / User Visibility 

Web GW - URL/Content Controls  

Email GW – APT/Phishing 

NGFW/NGIPS 

Active Blocking /Quarantine 

Secure Access / VPN 



4 concluzii 

Nu mai putem vorbi coerent de preventie; 

Avem nevoie de flexibilitate si arhitectura; 

Avem nevoie de vizibilitate si integrarea infrastructurii; 

Avem nevoie de comunitate, a treia pereche de ochi; 



Network as a Sensor: StealthWatch  

pxGrid 

Real-time visibility at all network layers 

• Data Intelligence throughout network 
• Assets discovery 
• Network profile 
• Security policy monitoring 
• Anomaly detection 
• Accelerated incident response 

Cisco ISE 

Mitigation Action 

Context Information 

NetFlow 



How TrustSec Simplifies Network Segmentation 

Access Layer 

Enterprise 
Backbone 

Voice 
VLAN 

Voice 

Data 
VLAN 

Employee 

Aggregation Layer 

Supplier 

Guest 
VLAN 

BYOD 

BYOD 
VLAN 

Non-Compliant 

Quarantine 
VLAN 

VLAN 

Address 

DHCP Scope 

Redundancy 

Routing 

Static ACL 

VACL 

Security Policy based on Topology 
High cost and complex maintenance 

Voice 
VLAN 

Voice 

Data 
VLAN 

Employee Supplier BYOD Non-Compliant 

Use existing topology and automate security 
policy to reduce OpEx 

ISE 

No VLAN Change 

No Topology Change 

Central Policy Provisioning 

Micro/Macro Segmentation 

Employee Tag 

Supplier Tag 

Non-Compliant Tag 

Access Layer 

Enterprise 
Backbone 

DC Firewall / Switch 

DC Servers 

Policy 

TrustSec Traditional Segmentation 



SECURITY  SOLUTIONS  

AEGIS Program 
• Talos partner program 

• Two-way Threat Intelligence Sharing 

and Coordination 

• Direct Contact with Talos Group 

• Threat Intel Sharing and Coordination 

• Coverage Requests 

• Bugs 



SECURITY  SOLUTIONS  

Crete Program 

INTELLIGENCE GRID 

• Managed Sensors 

• Real Networks 

• Global Presence 

FOCUS 

• New Threats 

• QA 

• Experimental Detection 

• Validation 



Va multumesc. 


